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Pa3padoruukmu:

[Tpenonasarens kadenpsl MHGOpMAIIIOHHO-U3MEPUTEIBHBIX CUCTEM
ITyunn B. A.

@DOH/| OLICHOYHBIX CPEICTB MO TUCIUILIMHE (MOIYII0) COCTABIEH B COOTBETCTBHH C TPEOOBaHUSIMHU
®I'OC BO mo nanpasnenuto noarotoBku 09.03.02 MHbopManMoOHHBIE CUCTEMBl U TEXHOJIOTHH,
YTBEPKJACHHOTO MpukazoM MuHoOpHayku ot 19.09.2017 Ne 926

ComnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
Ne | [Togpaznenenue OUO Buza A p
JIALIO (Ipu HaNMUYUN)
1 thaxysbrer [Ipencenarens Marepyxun A. B. Paccmotpeno | 14.12.2023, Ne
Teonnopmarikn u | yyeyoro cosera 7-23
HHGOPMAITMOHHOM
6e3omacHOCTH (axynbrera




1. IlmanupyemMble pe3yabTaThbl 00y4eHUs, COOTHECEHHbIE ¢ IJIAHUPYEeMbIMH Pe3yJIbTaTaMHI
0CBOEHHSI 00pa30BaTeJIbHOI MPOrpaMMbl

OIIK-3 CmocobeH pemiath CTaHAAPTHBIC 3a1aud NPO()ECCHOHAIBHOW AESITEIBHOCTH Ha OCHOBE
nH(pOpMAITMOHHOM " oubamorpaduyeckoit KYJIBTYPbI c MpUMEHEHHUEM
MH(OPMAIMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJOTMMH W C Yy4Y4eTOM OCHOBHBIX TpeOoBaHUM
nH(pOpMaAITMOHHOM 0€30MTaCHOCTH

OIIK-3.1 ToroBuT 0030pBHI, aHHOTAIlMH, COCTABISICT pedepaTsl, HAyIHBIC JOKIIAJbI,
nyonukanuu 1 oubnuorpaduu 1Mo HaydHO-UCCIEA0BATEILCKON padoTe ¢ yueToM TpeOOoBaHUI
nH(pOpMaAITMOHHOM 0€30MTaCHOCTH

3name:

OIIK-3.1/311 ocHoBHBIEe cBegeHHs 00 OObEKTax W Tmpoleccax NnpodeccuoHaIbHON
JeSITeTbHOCTH

OIIK-3.1/313 ocHOBHble HH(POPMAIMOHHO-KOMMYHUKAIIHOHHBIE  TEXHOJOTHH U
OCHOBHBIE TpeOOoBaHMsI HH(POPMALIMOHHOM 6e30MacHOCTH

Ymemo:

OIIK-3.1/YM2 dopmynupoBarth 3aaa4uu B chepe mpodeccrnoHambHOU NeaTeTbHOCTH
OIIK-3.1/¥YM3 pemarh cTaHAapTHbIE 3aJaud MPOPECCHOHAIBHOW JEATETbHOCTH Ha
OCHOBE MH(OPMAIIMOHHOHN 1 6MOIMOrpaduIecKoil KyabTyphl

Braoemy:

OIIK-3.1/HB1 nHaBbikamMu (opMaIbHOW MOCTAHOBKH W PEHICHUS 3a7adyd OOCCICUCHHS
nH()OPMAITMOHHON 0€30MTaCHOCTH KOMITBIOTEPHBIX CUCTEM

OIIK-3.1/HB2  HaBbIKAMH  TPUMEHEHHS  HMHPOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUH C yY€TOM OCHOBHBIX TpeOOBaHMI HMHPOPMAITMOHHOM 0€30MacCHOCTH

2. Iloka3zaresid 1 KPUTEPUH OLIECHUBAHMUSI KOMIIETEHIIH

[Tnanupyemsble VYpoBeHb Kpurepun oniennBanus (nepeueHb copMUpOBaHHBIX
pe3yJIbTaThl OCBOCHUS |OBJIAICHUS NJIK/3YB no ypoBHSIM OCBOCHHS)
MIPOrPaMMBbI
OIIK-3 Cnocoben [Toeimennsiii MK OIIK-3.1 ToToBUT 0030phl, aHHOTAIIUN, COCTABIISET
pelarh CTaHIapTHBIC pedepartsl, Hay4YHbIE JOKIIaAbl, MyOITUKaIlMu U
3a/1a4n 6ubnuorpaduu Mo HayYHO-HCCIE0BATENBCKON paboTe ¢
npodeccruoHanbHON ydeToM TpeboBaHUI HHPOPMAIIMOHHOW O€301TaCHOCTH
NesITeIbHOCTH Ha
OCHOBE 3HaTh:
WH(pOpPMAITMOHHON U OIIK-3.1/3u1 ocHOBHEIE cBeAeHUA 00 00OBEKTAX U
o6ubnuorpaduyeckont nporeccax mpoPecCUOHATHLHOU JeSTEIIEHOCTH
KYJIBTYPBI C OIIK-3.1/313 ocHOBHBIE
MIPUMEHEHUEM UH(POPMAITMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTUU U
MH(OPMAITTOHHO-KOM OCHOBHBIE TpeOoBaHUs WH(DOPMAITMOHHON 0€30MIaCHOCTH
MYHHUKAI[MOHHBIX YMmeTb:
TEXHOJIOTH U € OIIK-3.1/¥YM2 ¢opmynupoBats 3a1a4u B cepe
Y4E€TOM OCHOBHBIX npodeccCHOHATEHON AEATEIbHOCTH
TpeboBaHU OIIK-3.1/YM3 pemiats cTaHIapTHEIC 331291
MH(POPMALMOHHON npogecCHOHAIBHON AEATEIbHOCTH Ha OCHOBE
0€3011aCHOCTH UH(POPMALTMOHHON U OMOIHOrpaduuecKon KyIbTypbl
Bnanets:
OIIK-3.1/HB1 HaBbikamu (hOpMaIbHOM MOCTAHOBKHU H
peleHus 3a1a4u odbecrnedeHus: HHQOpMaIMOHHON
0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM




OIIK-3.1/HB2 HaBbIKaMH TPUMEHEHHS
UH(POPMAITMOHHO-KOMMYHHUKAITHOHHBIX TEXHOJIOTHIA C
Y4€TOM OCHOBHBIX TpeOOBaHUI HH(POPMALIMOHHOM
6e30macHOCTH

bazoBriii MK OIIK-3.1 T'oToBUT 0030pbI, aHHOTAIINH, COCTABIISIET
pedeparbl, HaydHbIE JOKIAIbI, ITyOTUKAIIUN 1
6ubnuorpaduu Mo HayYHO-HCCIE0BATENBCKON paboTe ¢
y4eToM TpeboBaHUN MHPOPMAITHOHHON 6€30aCHOCTH

3HaTh:
OIIK-3.1/313 ocHOBHBIE
UH(POPMALTMOHHO-KOMMYHUKAITHOHHBIE TEXHOJIOTUHU H
OCHOBHBIE TpeOOoBaHMsI HH(POPMALIMOHHOM Oe30MacHOCTH
OIIK-3.1/3u1 ocHOBHBIE cBeieHUsI 00 OOBEKTaX U
nporieccax npodheccuoHaIbHOM NeTeTbHOCTH
YMmeTs:
OIIK-3.1/¥YM2 hopmynupoBars 3aa4u B chepe
npodecCHOHATFHON AEATEIbHOCTH
OIIK-3.1/¥YM3 pewmars cTaHgapTHBIE 3312491
npogecCHOHAIBHON AEATEIbHOCTH Ha OCHOBE
UH(POPMALIMOHHON U OMOIHOrpaduuecKon KyIbTypbl

[ToporoBbiii NJIK OIIK-3.1 ToToBUT 0030pHI, aHHOTAITUH, COCTABIISET
pedeparsl, HaydHbIE TOKIJIAbI, TyOTUKAIIMHA U
Ooubmmorpadun 1Mo HaygIHO-UCCIEA0BATEILCKON paboTe ¢
y4eToM TpeOoBaHMi HHPOPMAITMOHHON 0€30MMaCHOCTH

3HaTh:
OIIK-3.1/311 ocHOBHBIE cBenecHUS 00 OOBEKTAX U
npoiieccax mpoheCcCHOHATLHOMN IS TEIIBHOCTH
OIIK-3.1/383 ocHOBHEIE
UH()OPMAITMOHHO-KOMMYHHUKAITMOHHBIC TEXHOJIOTUN 1
OCHOBHBIE TpeOOBaHUs HH(POPMAITMOHHON O€30TTaCHOCTH

3. [IIxajga oneHuBaHUA

OrueHka

Kpurepuu onennBanus (nepeuess copmupoBaHabix MIK/3YB)

OTIn4HO

OIIK-3.1 I'oToBUT 0030pbl, aHHOTAIMU, COCTABIISAET pedepaTsl, HayUHbIE
JIOKJIa/1bl, MyOmuKay u Oubarorpaduu 1o Hay4HO-HUCCIIEA0BATEIbCKOM padoTe ¢
y4eToM TpeboBaHUN MHPOPMAITHOHHON 6€30aCHOCTH
OIIK-3.1/311 ocHOBHBIE cBeleHUs 00 00BEKTaX U Mpoleccax MpohecCHOHANTbHOMI
JeSITeTbHOCTH
OIIK-3.1/313 ocHOBHBIC HH()OPMAITMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHU U
OCHOBHBIE TpeOOoBaHMsI HH(POPMALIMOHHOM 6€30MacHOCTH
OIIK-3.1/¥YM2 hopmynupoBars 3a7a4u B chepe npodecCHOHAIBHON
JeSITeTbHOCTH
OIIK-3.1/¥YM3 pewmarh cTangapTHBIE 3a/1a4U TPO(PECCHOHATBHON IEATEIIbHOCTH Ha
OCHOBE MH(OPMAIIMOHHOH 1 6MOIMOrpaduIecKoil KyabTyphl
OIIK-3.1/HB1 HaBbikamu (hopMaJIbHOM OCTAHOBKH U PELICHUS 3aa4H
obecrieueHus HHHOPMAITMOHHON 0€30MTaCHOCTH KOMITBIOTEPHBIX CHCTEM
OIIK-3.1/HB2 HaBbIKaM# IPUMEHEHHUS WH(POPMALMOHHO-KOMMYHHUKAITUOHHBIX
TEXHOJIOTHIA C Y4E€TOM OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHON 0€30MaCHOCTH




Xopo1o

OIIK-3.1 I'oToBUT 0030pbl, aHHOTAIMU, COCTABIISAET pedepaTsl, HAyUHbIE
JIOKJIa/1bl, MyOmuKau u Oubarorpaduu 1o Hay4HO-HUCCIIEA0BATEIbCKOM padoTe ¢
y4eToM TpeboBaHUN MHPOPMAITHOHHON 6€30MaCHOCTH
OIIK-3.1/311 ocHOBHBIE cBeieHUs 00 00BEKTaX U Mpoleccax MpohecCHOHANTbHOMI
JeSITeTbHOCTH
OIIK-3.1/313 ocHOBHBIE HHPOPMAITMOHHO-KOMMYHUKAITMOHHBIE TEXHOJIOTHH U
OCHOBHBIE TpeOOoBaHMsI HH(POPMALIMOHHOM 6€30MacHOCTH
OIIK-3.1/¥M2 hopmynupoBars 3aa4u B chepe mpodhecCHOHATBHON
JeSITeTbHOCTH
OIIK-3.1/¥YM3 pewmarh cTangapTHHIE 3a/1a44 TPO(PECCUOHATBHOMN IEATEIIbHOCTH Ha
OCHOBE MH(OPMAIIMOHHOH 1 6MOIMOrpaduIecKoil KyabTyphl

YnosnerBopute
JIBHO

OIIK-3.1 T'oToBHT 0030pHI, aHHOTAIIMH, COCTABIIAET pedepaThl, HAYUHBIC
JOKJIaAbI, TyOnuKaIuy u Oudauorpaduu 1Mo HayYHO-HUCCIIEI0BaTEIBCKOM padoTe ¢
y4eToM TpeOoBaHMi HHPOPMAITMOHHON 0€30MMacCHOCTH
OIIK-3.1/311 ocHOBHEBIE CBeficHUST 00 00BEKTaX U TMpoleccax npodhecCHOHATbHON
JEeSITeIbHOCTH
OIIK-3.1/383 ocHOBHBIE HH(OPMAIIMOHHO-KOMMYHHUKAITHOHHBIC TEXHOJIOTUU U
OCHOBHBIE TpeOOBaHUs HH(POPMAITMOHHON O€30MTaCHOCTH

Heynosne-
TBOPUTEIHHO

Pesynbrarel 00yueHust He cOpMHUPOBAHBI HA TOCTAaTOYHOM YPOBHE

4. KoHTpOJIbHbIE MEPONIPUSATHUS MO TUCHUTIINHE

Bun xonTposns

®dopma koHTPOIIs1/O1IEHOYHOE CPECTBO

Texymuit kouTposib | TecTupoBanue
IIpomexyTouHas OK3amMeH
arTecranus
Bua koHTpOJISI/ HCOIB3yeMble
Ne HaumeHoBanue pasiea Kourtposupyem OlICHOYHbIE MATEPUAJIBI
n/n bie U1K . TIpoMexyT.
Texymmi
arTrecranus
1 |[Uudopmammonnas 6e3omacaocts |OITK-3.1 TectupoBanue DK3aMeH
B CUCTEME HAIIMOHAIBLHOMN
6e3omnacHoctu Poccuiickoit
denepanuu
2 |Mudopmarmonnas BoitHa, metoasl |OITK-3.1 TecTtupoBaHue DK3aMeH
U CPE/ICTBA €€ BEACHUS
3 |O6ecneuenns napopmannonnoit |OITK-3.1 TectupoBanue DK3aMeH
0€3011acCHOCTH KOMITbIOTEPHBIX
CUCTEM

5. Ilopsaok nmpoBeeHsI MPOMEKYTOUYHOM aTTeCTAIUN




[lopsnox mpoBeeHMsT NPOMEKYTOUHOM — arTecTallud  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOpMaTUBHBIMU aKTaMU YHHUBEPCUTETA:
- Ilonoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJS YCIIEBAEMOCTU H
NPOMEXKYTOYHON aTTecTalui OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMMmaM OakajlaBpuaTa, HMporpaMMaM CHEIHAIUTETa, MporpaMmamM
MarucTpaTypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pa3oBaHus «MOCKOBCKHI TOCYJapCTBEHHbIM YHHUBEPCUTET T'€OE3UU U KapTorpadum,
1.6 «Opranu3zanys 1 NpoBeIeHUE POMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O TMOPSAKE OCYLIECTBICHHS OO0pa30BaTEIbHOTO IMPOLECCa, MPOBEICHHUS TEKYIIETo
KOHTPOJII YCIIEBAEMOCTH U TPOMEXKYTOUHOW arTecTaluyd OOydalomMxcs C [PUMEHEHHEM
ANIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OOpa30BaTENIbHBIX TEXHOJIOTUH B (QeaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTebHOM  YUPEKACHWU  BBICIIETO  0Opa30BaHMA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3ud M Kaprorpadpum», mn.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npuMmeHenuem 20 u JJOT».

Ilpomesxcymounas ammecmayus.: Ixkzamen, 1 cemecmp.

DK3aMeH OLIEHUBAETCS [0 MMATHOAIIHFHON HIKAJIE:

- 3aYTEHO C OLEHKOW «OTJIMYHO» BBICTABISETCS, €CIM OOydYaromuiics HuMeeT DIyOoKue,
HCYEPIIBIBAIOIINE 3HAHUS B O00bEME OCBOCHHOW INMPOTPaMMBI; 3HAHHE OCHOBHOW (00s3aTelbHON)
JUTEpaTypbl; JaeT MpaBUJIbHBIE M YBEPEHHBIE OTBETHI, CBUJIETEILCTBYIOIINE O HAJIWYUHM TBEPABIX
3HAHUW U HaBBIKOB B HCIOJIb30BAaHMHM TEXHUYECKUX CPEACTB; IMOJHOE, YETKOe, I'PaMOTHOE U
JIOTUYECKH CTpPOHHOE U3JIOKEHHE MaTepuajna; JEMOHCTPUpPYEeT CBOOOAHOE MpPHUMEHEHHE
TEOPETUUYECKUX 3HAHUM MPHU aHAN3€ MPAKTHUECKUX BOMPOCOB;

- 3aYTEHO C OIICHKOM «XOpOIIO» BBICTABISAETCA OOydaroleMycsl B Cllydae COOTIONEHUS TeX XKe
TpeOOBaHUM, HO HAJMYMUU B OTBETE OOYYaIOLIErocs MO HEKOTOPHIM MEPEUUCICHHBIM MOKa3aTelsiM
HEJOCTAaTKOB NPUHLHUIHUATBHOTO XapaKTepa, 4YTO BbI3BIBACT 3aMEYaHHMsI WJIM IONPaBKU
MIpero/1aBaTeis;

- 3a4TEHO C OLICHKOH «yIOBJIETBOPUTEIHLHO» BBICTABISETCS 00ydaromeMycs B ciiydae COOMIOAeHUS
TeX e TpeOOBaHUM, HO B ClIydyae HaJWYMsl B OTBETE OIIMOOK, HEOOXOJUMOCTH CYIIECTBEHHOM
MOMOIIM B BHJIE TIONIPABOK M HaBOJSAIIUX BOIPOCOB MPEIoaBaTes;

- HE 3a4TEHO («HE YIOBJIETBOPHUTEIBHO») — OOYJAIOIIUICS HE CMOT OTBETUTH Ha 2/3 BOIPOCOB; HE
CIPaBWJICS C MPAKTUYECKUM 3aJaHUEM WIIH BBIITOIHEHO MeHee 50 % MpakTU4eCKUX 3aJaHuu.

6. OneHo4YHbIC MaTepHAJIbl TEKYLET0 KOHTPOJIS

Pazoen 1. Hugpopmayuonnaa 0e3onacnocmsv 6 cucmeme HAUUOHANLHOU 0e30nacHocmu
Poccuiickoit Dedepayuu

Koumponupyemwvie UJ]IK: OIIK-3.1

Tema 1.3. OcHogHble nowamus u obujememooonrocuyecKue NPUHYUNLL Meopuu UHGOPMAYUOHHOL
bezonacrnocmu
dopma KOHTPOJIs1/0LIEHOYHOE CpeIcTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Yto Takoe ayreHTU(DUKAIUS?
1) [TpoBepka MoOTHOMOYHH TIOJTB30BATENS
2) IloaTBepkIeHUE TUIHOCTH
3) Beimaua npaB qoctyma
4) llludpoBanue naHHBIX
2. Kakne MexaHU3MBl MOTYT MCIIOJIb30BaThCs MPU MHOTO(GAKTOPHOU ayTeHTU(PUKAIUN?
1) ITapons
2) Cmapt kapra
3) buomerpus
4) TTL



3. YTo Takoe MOJIUTHKA yIPABICHUSI TOCTYIIOM?
1) HaGop mpaBui, ompenensitomiux, KTO MMEET MpaBO Ha JOCTYH K OIpEIelIeHHBIM pecypcam
(Harpumep, TaHHBIM, TPUIOKEHUIM, CUCTEMaM) U KaKue JIeUCTBUS OHU MOTYT BBINOJIHATH C ATUMHU
pecypcamu
2) BpemenHas 6JJOKUpOBKaA aKKayHTa
3) ABromaru3aiusi OOHOBJICHUI
4) VPN tpeboBanus
4. Kakue Mozenu KOHTPOJIsI JOCTyIa CYLIECTBYIOT?
1) DAC
2) MAC
3) RBAC
4) TLS
5. Kakwue sTansl ynpaBieHus pUCKaMu?
1) Uneratuduxarnms
2) Ananu3
3) O6paboTka
4) Cxarue
6. UTo onuchIBa€T MOAEIb HAPYIIUTENS?
1) I[TpoTokosbr
2) Kto MokeT arakoBaTh U KaKUMHU CITIOCOOAMH
3) CeTeByIO TOMOJIOTHIO
4) Apxutektypy OC
7. Mogenb yrpo3 BKIIOYAET AJIEMEHTHI:
1) Vazsumoctu
2) Arakyromue
3) IlocnencTBust
4) CPU
8. Uro o3nauact CKVY]I?
1) Cuctema KOHTPOJIS YIIpaBICHUS JaHHBIMH
2) CucreMa KOHTPOJISI M YIIPaBJICHUS JOCTYIIOM
3) Cuctema xamepamu USB
4) Cuctema KpunrorpaduuecKoi 3amuThl

Tema 1.4. Ilonsamue u 6uowvi 3auuwaemoi uHpopmayuu
dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Yto nenaet MaCKMpOBAHUE JAHHBIX?

1) Vnanser nanHbie
2) 3amelaeT peajgbHble 3HAYECHUS
3) Hludpyer nucku
4) CpaBHuBaeT 0a3bl
2. I'ne npuMeHsIIOT MacKMpoBaHHe?
1) TecToBsIe cpeapl
2) OtuéThI

3) AHamuTHKa
4) OpenVPN

Pazoen 2. Hugpopmayuonnas eoitha, memoovt u cpeocmea ee 6e0eHus
Konmponupyemvie U/[K: OIIK-3.1

Tema 2.1. [lonamue u 6udvl yepo3 uHGoOpMayuonHol 6e30nacnocmu
dopma KOHTPOJIs1/0LIEHOYHOE CpeICcTBO: TecTupoBaHue



Bonpocsi/3ananus:
1. Kakue npusnaku ¢pummHra?
1) Ilonnensubiit URL
2) OmmbKu B TeKCTE
3) CpodHoCTb
4) TLS-ceptuduxar
2. Jlns oOydeHwus mepcoHania pacmpoCTPaHEHO HCIOIb30BAaHUE IIUCEM.
(OtBeT npenoCcTaBUTh OJHUM CIIOBOM C 3aIJIaBHON OYKBBI)

Tema 2.2. Ungopmayuonnas 6e3onacHocms u uH@GOpMayuoHHoe npomueob0pcmeo
dopma KOHTPOJIs1/0LIEHOYHOE CPEICTBO: TecTupoBaHue
Bompocsi/3ananus:
1. Yro Takoe anTudpon cucrema?

1) AHTHBUpYC
2) Cuctema 60pb0OBI ¢ MOIIICHHUYECTBOM
3) VPN mumro3
4) Yuér pacxonoB
2. Kakue nokazarenu aHaqu3upyroTcs anTudGpomom?
1) I'eogannbie
2) YacToTa TpaH3aKkui
3) YcrpoiictBa
4) Bugeo notok

Tema 2.3. Obecneuenue ungopmayuonuol 6e3onacHocmu 00beKmos UHGOPMAYUOHHOU chepbl
20cyoapcemaea 8 yCio8usx UHGOPMAYUOHHOU BOLHbI

dopMa KOHTPOJISI/OTICHOYHOE CPeAICTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Yro nemaet WAF?
1) Hludpyer HTTP
2) @unsrpyet Bed Tpaduk
3) VYopasnser DNS
4) Kontponupyert ¢aiiis
2. Kakue 3amutusie pyHKun ectb y Anti DDoS?
1) Rate limiting
2) Geo O610KUpPOBKA
3) MackupoBka [P
4) Backup
3. WAF s3ammumaer ot arak. (OTBET TPENOCTaBUTH OJHHM CIIOBOM
JATUHCKUMH OyKBaMU Ha4MHAs C 3ar71aBHOM OyKBBI)

Pazoen 3. Obecneuenun unghopmayuoHHoll 6€30NACHOCMU KOMRbIOMEPHBIX CUCHEM
Konmponupyemvie U/[K: OIIK-3.1

Tema 3.1. Memoowr u cpedcmsa obecneyeHus UHGOPMAYUOHHOU OE30NACHOCMU KOMIbLIOMEPHLIX
cucmem

®dopMa KOHTPOJISI/OIICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Yto Takoe moJIHOE pe3epBHOE KOMMMPOBaHUE?

1) KonupoBanue Bcex TaHHBIX HE3aBUCHUMO OT U3MEHEHUN
2) KormmpoBanue TOTBKO W3MEHEHHBIX (hailioB

3) KonnpoBanue TOIbKO HOBBIX (hailioB

4) KonupoBaHue TOIBKO META/IaHHBIX



2. Kakue ObIBaroT TUIBI 03Kama?

1) [Monubrii

2) IlHKpeMeHTHBII

3) MudbdepenunanbHpiit
4) BepTuxkanbpHbIN

3. Crparerust «3-2-1» o3HayaeT TpW KOIMHUH, HA JIBYX Pa3HbIX HOCHUTENISIX U OAHY KOIHIO

. (OTBeT npenoCcTaBUTh OJJHUM CJIOBOM C 3arJIaBHOU OYKBBI)

4. Yto oOHApyKMBAECT aHTUBUPYC?
1) Hezamuménnusie mopThl
2) BpenonocHsle (aiiib
3) VazBumoctu OC
4) Ataku o cetu
5. Kakue QyHKIMM BBIMOTHSAET aHTUBHPYC?
1) CxanupoBanue (haiaoB
2) OOHapykeHHe CUTHATYP
3) [lecoununa
4) IlpucBoeHue mpaB
6. AHTHBUpPYC 3allUMIIAE€T CHUCTEMY, MPEXKIE BCEro, OT

MPEIOCTABUTH OJJHUM CJIOBOM C 3arJIaBHOW OYKBBI)
7. YTo nenaet TpaaUIIMOHHBIN MEXKCETEBOM dKpaH?
1) Hludpyer nanubIe
2) Kontponupyer Tpaduxk no IP/mopram
3) OOHapy>KuBaeT yA3BUMOCTH
4) YnpasnseT napoasiMu
8. Kaxue ¢ynkuun xapakrepusl 1t NGFW?
1) DPI
2) Unrerparnus ¢ IDS
3) KoHTpoas npuiiokeHHid
4) VPN ceccun
9. YUto Takoe KoHTEHEP?
1) BupryanbHas mammHa
2) N30nupoBaHHBII NPOLIECC ¢ 3aBUCUMOCTAMU
3) ®usnueckuii cepeep
4) CeteBoit 1uTI03
10. Kakne u3 TeXHOJIOTU OTHOCATCS K BUpPTyaJln3anuu?
1) Hyper V
2) VMware
3) Docker
4) OpenSSL
11. Kontelinep obOecneunBaet Ha ypOBHE
MPEIOCTABUTH OJJHUM CJIOBOM C 3arJIaBHOW OYKBBI)
12. Yto nenmaet ckaHep ysI3BUMOCTEM?
1) Hludpyer Tpadpuk
2) Uiiet u3BeCTHBIE YA3BUMOCTHU
3) VYnpasnser npaBaMu
4) PesepBupyeT naHHbIE
13. Yro nenaer DLP?
1) ludpyer auck
2) IlpenoTBpamaeT yTeuKy JaHHBIX
3) CxaHupyer Ha BUPYCHI
4) KonTponupyer A0CTyI

14. Kakue cnoco0b1 BHeapenus: DLP npumenstor?

mporecca.

(OtBer

(OtBer



1) Ha ypoBHae cetn
2) Ha KoHEYHBIX TOYKaX
3) B oGmake
4) Tonpko Ha cepBepax
15. Yro nemaer VPN?
1) YBenuumBaeT CKOpOCTh
2) Hludpyer coenuneHune
3) Yekopsier Wi Fi
4) CpaBuubaer [P
16. Kakue pexxumsbl kopriopatuBHoro VPN?
1) Site to Site
2) Remote Access
3) SSL VPN
4) DNS VPN

17. VPN o6ecneynBaer

coenuaenne. (OTBET MPENOCTABUTHh OIHUM

CJIOBOM C 3arylaBHOW OYKBBI)
18. Uto nenaet MDM?
1) Ynpasnser aHTUBHpPYCOM
2) KonTponupyet MOOHIBHBIE YCTPOICTBA
3) Aamunuctpupyetr DNS
4) Hludpyer daitnsl
19. MDM obecmieunBaet

OJTHUM CIIOBOM C 3aIJIaBHOW OyKBHI)
20. Yro penaer IDS?

1) briokupyet Tpadux

2) OOHapy>XKHUBaeT aTaku

3) lludpyer kaHaIbI

4) Ynanser jor

MOOUITBHBIX yCTpoiicTB. (OTBET MpPEAOCTaBUTh

Tema 3.2. Mexanusmol 3auumsl uHGopmayuu 8 AaBMoMamu3uUpOBaAHHbIX CUCEMAX
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue

Bonpocsi/3ananus:
1. Yro nemaet PAM?

1) Xpanur noru

2) YnpaBinseT npaBaMu CyINeprnoiab3oBareiei
3) OTkiIro4aeT aKKayHThI

4) BemmonusieT mmdpoBaHue

2. Kakue ¢pynkiun PIM/PAM BbIOnHAIOT?

1) Poramus naponei
2) YnpapneHue ceccusiMmu
3) Ynanéuueiit noctyn
4) AHTHBUpYC
3. Yto nemaetr SPF?

1) Hludpyer nucsmo

2) IIpoBepsieT, pa3pelieHo JIM OTIPaBUTEIO HAIPABIATh NUCbMa OT UMEHH JOMEHA

3) CxaHupyer BIO)KEHUS
4) AHHYIMpYET NUCHMO

4. SPF, DKIM, DMARC — 310 MexaHu3MbI?

1) AyTeHTH(UKAIIUNA TTOYTOBBIX TOMEHOB
2) 3amuThl OT ciy(uHTa

3) YnyumieHus: 10CTaBKA

4) MonuTopuHra Tpaduka



Tema 3.5. Memoovwl u kpumepuu oyenKu 3auuyeHHOCMU KOMNbIOMEPHLIX CUCTIEM
dopma KOHTPOJIs/0LIEHOYHOE CPeICcTBO: TecTupoBaHue
Bomnpocsi/3ananus:

1. Uto Takoe pen test?

1) AyauT COOTBETCTBUSA

2) TectupoBaHue Ha MPOHUKHOBEHUE

3) YcranoBka mat4deit

4) MonuTOopuHT Tpaduka

2. Kakwue stamnsl pen test?

1) PazBenka

2) DKcITyaTupoBaHue

3) OT4€THOCTD

4) YnpasneHue napoasiMu

3. Kro BBINONHAET aTakyomue 1eHCTBHUA B TecTax 0e30macHoCT?

1) Blue Team

2) Red Team

3) SOC

4) Yellow Team

4. Kakue pynkmum BeimoaaseT Blue Team?

1) ObOnapy>xxenue

2) PearupoBanue

3) MoHuTOpHHT
4) Exploit

Tema 3.7. 3awuma ungopmayuu, obpabamviéaemol 8 aA8MOMAMUSUPOBAHHLIX CUCMEMAX OMm
MeXHU4eCcKUX pazeeiox
®dopMa KOHTPOJISI/OIICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. ITepBoIit aTan B 00pabOTKE UHIMICHTA — 3TO:
1) Yerpanenue ymep0Oa
2) ObHapyxeHHe
3) YHUUTOXEHHNE YIPO3BI
4) Otuér
2. Kakue MHCTpYMEHTBI UCTIONB3YIOTCS I pearupoBaHus Ha COOBITUS M HHIUAEHTH! 1B?
1) SIEM
2) EDR
3) Forensic
4) DHCP
3. Yro Takoe SIEM?
1) AnTuBUpPYC
2) Cuctema Koppessiuuu coObITUI
3) MesxceTeBoii s3kpaH
4) MOHUTOPUHT TPOU3BOAUTEIBLHOCTH
4. Kakue monynu ectb B SIEM?
1) C6op noros
2) Koppensmmst
3) YBenomiieHus
4) DNS-pekpyTusr
5. SIEM cobwupaet 1 aHaTU3UpyeT . (OTBeT MpenoCcTaBUTh OJTHUM CJIOBOM
C 3ar1aBHOM OyKBBI)
6. Uto Takoe Security Awareness?




1) AHTHBUpYC
2) O0yueHue mop30Baresield 6€30MacHOCTH
3) ®daepBon
4) Backup
7. Yto Takoe OSINT?

1) IndpoBanue gaHHBIX

2) Coop nH(OpMaIIuu U3 OTKPHITHIX HCTOYHHKOB
3) Ananu3 JIOTOB

4) ObecrieueHne 3alUTH OT BUPYCOB

8. K uncrpymentam OSINT otHOCcsTCS?
1) Shodan
2) Maltego
3) Google Dorks
4) Hyper-V
9. Yem 3annmaercs SOC?
1) O6noBOsIET OC
2) OtcnexuBaeT coObITust, MHUUACHTH Vb U pearupyer Ha HUX
3) PezepBupyet naHHbIE
4) Benér Oyxrantepuro
10. Kakue uCTOYHUKH JAaHHBIX UCTIONB3YIOT B SOC?

1) Jlorn
2) CereBoii Tpaduk
3) CoObrTust EDR
4) PowerShell
11. Yto Takoe SAST?

1) JunaMuueckuit TecT
2) CrarruecKkuid aHaau3 Koja
3) Konreiinepusanus
4) MoHUTOpUHT
12. Kakue unctpymentsl otHocsTcst K DAST u IAST?
1) OWASP ZAP
2) Burp Suite
3) Veracode
4) Hypervisor
13. Otnnune DevSecOps ot DevOps — 310!
1) HoGaBieHnue TeCcToB
2) Unrerpanus 6e3onacHoctu B CI/CD
3) Ucnonb3oBanre VPN
4) N3onsauust KOHTEHHEPOB
14. Kakne unctpymeHThl npuMenstores B DevSecOps?

1) SAST
2) DAST
3) [aC ananuzaropsl
4) SSH
15. Kakue snmementsl BkirodaeT CKVYJ]I + Bupeonabmonenme?
1) CuursiBaTenu
2) Kamepsl
3) Cepsgep 3anucu
4) NoKyMeHTBI

7. OueHoYHbIE MATEPHAJIbI IPOMEKYTOUHOM aTTeCTAlUM



1 cemecmp, Jx3amen
Koumponupyemwvie UJIK: OIIK-3.1
Bomnpocsei/3ananus:

1. Jaiite ompenenenuss tepmuHam «HHpopmanusy, «VH(pOpMaLMOHHBIE TEXHOJIOTHNY,
«Uupopmannonnas cucrema, « Tupopmannonnas 6€30MacHOCTHY.

2. OcHoBHbIE cBOMicTBa nH(popMaruu, Tpuaaa CIA.

3. OCHOBHBIC PYKOBOMSIIME JOKYMEHTHI M PEryasiTopbl B cdepe HHPOPMAIMOHHON
0€30IacHOCTH.

4. loktpuHa WH(GOPMAITMOHHON 0€30MaCHOCTH: IENU JOKYMEHTA, HAllMOHAILHBIE HHTEPEChI
paccmarpuBaeMbie ToKTpuHOU Ub.

5. JlokrpuHa wHGOPMAIMOHHON 0€30MacHOCTH: OCHOBHBIC Yrpo3sl Kb, HampaBneHus
obecnieuenus Ub.

6. Unentudukanys, ayreHrudukanus. Jlaite onpenenenus repmuaam. Yto takoe (pakropsl
ayreHTHUuKanun? [Ipumepsi.

7. ABropm3zanMs W KOHTposib jAoctyna. Jlaiite ompeneneHuss tepmuHaMm. Kakue 3amadum
pelaeT KOHTPOJIb JOoCTyna?

8. ABropusanus U KoHTpoab noctyna. Yro takoe «llecoununa»? IlpumeHeHHE CIUCKOB
koHTpos goctyna (ACL). Ilntocel u Munychl ucnonb3oBanust ACL.

9. OcHoBHbBIE MOZIENH AocTyna. CxemMa 1 npuMeHeHne JJuCKpeMOHHOrO KOHTPOJIS AOCTyMa.
10. OcHoBHBIE MOAENH A0cTyma. Cxema u mpuMeHeHrne MaHaaTHOro KOHTPOJIsl JOCTYya.
11. OcHoBHBIE MOnienu goctyna. Cxema u mpuMeHeHrne KoHTpois 10cTya Ha OCHOBE POJIEH.

12. MHoroypoBHEBbIE MOAEIH AOCTyma. Kakue MHOroypoBHEBBIE MOIENU JOCTyna Bl
3Haete? Kakue nienum onu pemaror?

13. Bupryanuzanuss ¥ KOHTEWHEpPH3alLUs: TEXHOJOTMU M30JSIMM W 3AIIUTHl JAHHBIX.
HNHCTpyMEHTBL.

14. Monens OSI. Yro u3 ceds npencrasiser moaenb OSI? Hazosute ypoBuu moaenu OSI u
KaK OHH IMPUMEHSFOTCSI.

15. Jaiite onpenenenue «Crek», «Crek mpotokonoB TCP\IP». Pa3numa mexmy crekoMm
TCP\IP u monensro OSI.

16. Anroputm pa6otsl cteka TCP\IP. HazoBute ypoBuu ctexka TCP\IP.

17. ¥Yrpo3ssl ceteBoii Oe3omacHocth. [laiite onpenenenue «CereBbie araku». Knaccubukamms
CETEBBIX YIPO3.



18. Bunsl cereBbix atak. Kakue pazHOBHIHOCTH ceTeBbIX arak Bwl 3Haere? Cuuddunr,
Cryddunr. Otka3 B o0cHykuBaHUH (paclpele]ICHHBIN 0TKa3 B 00CITYKUBAHUN ).

19. Mexanu3mbl 3amuThl UHPOpMAIMOHHBIX cucTeM. Uto Takoe «llaketHpie GuUIBTPY,
«MexcereBoit skpan», « WAF»? Trocel 1 MUHYCHI. 3allTUTy OT KaKUX yTPpo3 00€CIIeYnBalOT.

20. Mexanu3mbl 3amuThl HHPopMarmoHHbIX cucteM. Cuctemsl IDS u IPS. OcoGennoctu
pabotel. CriocoObl MPUMEHEHUSI.

21. Mexanusmbl 3anuthl uHOpMarmonHblx cucteMm. SIEM u DLP. Ucnonws3zoBanue u
MIPUHITATT PAOOTHI.

22. MouuTtopuHr HMH(MOPMAIMOHHBIX cHucTeM. [lng dvero HyxkeH? CiencTBHEM KakKoro
MEXaHN3Ma SBISIETCS MOHMTOPUHI? [IpuBiiedeHHEe K OTBETCTBEHHOCTH. MeEToIbpl NPUBJICUEHUS K
OTBETCTBEHHOCTH.

23. YipapineHue MHIUICHTaMU HH(POpMAIIMOHHOM 0€30MacHOCTH: IPOIIECC U HHCTPYMEHTHI.

24. Tlpouecc mo ympaBieHuto ysa3BuMmocTsMu (vulnerability management). Ckanep
YSA3BUMOCTEHN.

25. TectupoBanue Ha npoHukHOBeHKE (Pentest). MHCTpyMEeHTBI.

26. YnpapneHnue puckamu uHpopmarmoHHoi Oe3omacHocTH. OmnpeneneHue U Ha3HAUYCHHE
UCIOJb30BaHUSI.

27. Benenue ayaura MC. CriocoObl BBeICHUS ayHTA.
28. Onpenenenne SOC. @ynkuuu SOC. Uuctpymentsl. Ypoau SOC.
29. Bunsl unpopmanmonnsix cucteM. Onpenenenne «MCI1/In». Kareropuu I1/1H.

30. Buabl nHGOpPMAIIMOHHBIX CHCTEM. ABTOMAaTH3MpOBaHHBIE CUCTEMBI, [0cymapcTBEeHHBIE
MH(POPMALMOHHBIE CUCTEMBI.

31. MackupoBanue KkoH(puIeHIIMATbHOH WHMOpManuu (naHHbiX). [IpuHIUI, CMOCOOHI,
Ha3HAYCHHE IPUMEHEHHUsS. IHCTPYMEHTHI.

32. XOUI. Omnpenenenne «XOI». Mexanusm padorsr XU ¢ynxnuu. Kommmsum B
XomI-pyHKIHUSX.

33. Ocnogsl kpuntorpaduu. Onpenenenue, [onstus, udp Leszaps, [Hnudp Buwkenepa.

34. OcuoBbl kpunrorpaduu. Onpenenenue, [lonstus, [lludp Beprama, posnb 1 npumenenne
kpunrorpaduu B KubepOe30MmacHOCTH.

35. CuMMeTpUYHOE B accuMeTprueHoe muppoBanue. MHPppacTpyKTypa OTKPHITHIX KITHOUEH.
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